Cloud Security Logon Procedure

PROMAS

Property Management Solutions for Over 30 Years

Overview

Our cloud provider is establishing new security protocols to further enhance the security of your data.
This is known as Multi-Factor Authentication (MFA).You will have to re-establish your credentials
each month. The procedure is outlined below.

Authentication Each Month

When your device authorization expires and you try to log in at the beginning of each month you will
receive the following message:

Remote Desktop Connection Lr x

6 Remote Desktop can't connect to the remote computer "DM3CB.DM3. WIZMOWORKS.NET"
for one of these reasons:

1) Your user account is not authorized to access the RD Gateway
“rdgw-rc-b0.wizmoworks.net”

2) Your computer is not authorized to access the RD Gateway “rdgw-rc-b0.wizmoworks.net”
3) You are using an incompatible authentication method (for example, the RD Gateway
might be expecting a smart card but you provided a password)

Contact your network administrator for assistance.

e

The Login page will have a link to the Authorization login page.

Log In Announcements
¥ Security Enhancement Rollout in April
User name ‘ ‘ Beginning in April, cloud users will be required to re-authorize their device at the
start of each month using the "Authorize Device” link below. Detailed instructions
on the process and how to change the account verification email can be found here
PROMAS
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For connection help and user guides, click here

It appears that you are accessing this site from a
windows-based machine without using a browser such
as IE 11 that supports ActiveX controls. For a better
login experience, please refer to these instructions
Enable web login

Forgot Password?

SR web Links —T

9 Authorize Device (required at the beginning of each month)
9 Cloud Security Authentication Help Guide

9 PROMAS Support Site
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Clicking the link will take you to the MyCloudMFA screen seen below. You can also get there by
entering https://mycloudmfa.com in your browser.

w

MyCloudMFA

Username

idoe@example ]

Password

password

Authorized Access Only

e Enter the Username and Password you use to log into the cloud.

e Click Log In.

e You will be asked for an authentication code. The code will be sent to the recovery email
address associated with your username. It will contain the authorization code. The subject line
of the email will be PROMAS Logon Verification Code.

Please enter the following code to verify your identity:

740808

This code is valid for 2 minutes.

If you were not expecting this activity, please contact .

This email was sent from an unmonitored email account; do not reply to this message.

Enter that authorization code on the screen below.
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MyCloudMFA

Check your registered email for your verification code.
Check your spam or junk mail folders if you don't find it in your inbox.

To ensure delivery of future emails, please add notification@mycoudmfa.com 1o your contacts or whitelist

Verification Code

Authorized Access Only

When you enter the code and click Verify you will be taken to the normal logon screen below, where
you can enter your User ID and Password and log in as usual.

Log In Announcements
¥ Security Enhancement Rollout in April
User name ‘ ‘ Beginning in April, cloud users will be required to re-authorize their device at the
start of each month using the "Authorize Device" link below. Detailed instructions
on the process and how to change the account verification email can be found here
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For connection help and user guides, click here

It appears that you are accessing this site from a
windows-based machine without using a browser such
as |E 11 that supports ActiveX controls. For a better
login experience, please refer to these instructions.
Enable web login

Forgot Password?
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Password Recovery — How to change the password recovery email

The password recovery email is used to send the authorization code each month. If you need to
change the email address where the recovery email goes, use the MFA and Password Recovery icon
to reach the screen where you can change the password.

Cloud Applications Announcements
. - ¥! Tax Release
PROMAS Lﬁ p. i L All users are now on version 2024.1 which contains the latest tax filing
ControlPanel  Landiord 12 AL Windows updates. The companion release notes are available for review. Please visit
“ “ | rasswors piorer our support website for information on our January 10 webinar All About Tax
Recovery Reporting
The IRS has lowered the electronic filing threshold for 2023 returns to a level
where we expect most, if not all, customers will be required to file
electronically in January. If you have not filed electronically before, we strongly
recommend you apply for a transmitter control number for the IRS FIRE
system as soon as possible. More information can be found in the First Time
Cllaen mantinn aF 106 Briklinatian 1390
Change Password
Password Recovery Email .
Web Links
Log out % PROMAS User Support Site
Change Password Reset Email Address  — m] X
Password R il
'assword Recovery Email Address Update
example user@email com| I
Close
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